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Contract Guardian Security

“Information security refers
to protecting information and
information systems from = —
unauthorized access, use, dlsclosure""
disruption, modlflcatlon or ”‘\
destruction. The goals of information
security include protecting the
confidentiality, integrity and
availability of information”.

- Contract Guardian Support Team.

Contract Management Security Efforts

The healthcare industry requires adherence to some of the most stringent regulatory requirements. Contract
Guardian leverages the expertise of UCG Technologies, an IT infrastructure company with 30 years of
experience in data protection and business continuity, to ensure these requirements are met.

Contract Guardian also guarantees access to your data at all times. No restrictions; No fees.
Server Compliance and Infrastructure Security

« SSAE 16 (SAS 70) compliant data centers

« 24/7/365 video surveillance

* Intrusion prevention

« Environment Controls (HVAC, Generators, Fire Retardation)
+ Web filtering

+ Physical security systems

+ Biometric

« Card and PIN Access

+ Combination Lock Access for Cabinets

Continued
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Frequent vulnerability scanning

0S command injection, SQL injection, ASP.NET tracing enabled, File path traversal, XML external injection, LDAP injection, XPath injection,
XML injection, ASP.NET debugging enabled, HTTP PUT enabled, Cross-site scripting (stored), HTTP header injection, Cross-site scripting
(reflected), Flash cross-domain policy, Silverlight cross-domain policy, HTML5 cross-origin resource sharing, Cleartext submission of
password, Referer-dependent response, User agent-dependent response, Password returned in later response, Password field submitted
using GET method, Password returned in URL query string, SQL statement in request parameter, Cross-domain POST, ASP.NET ViewState
without MAC enabled, Open redirection, SSL cookie without secure flag set, Cookie scoped to parent domain, Cross-domain Referer
leakage, Cross-domain script include, Cookie without HttpOnly flag set, Session token in URL, Password field with autocomplete enabled,
Password value set in cookie, File upload functionality, Frameable response (potential Clickjacking), Browser cross-site scripting filter
disabled, TRACE method enabled, Database connection string disclosed, Source code disclosure, Directory listing, Email addresses
disclosed, Private IP addresses disclosed, Social security numbers disclosed, Credit card numbers disclosed, Robots.txt file, Cacheable
HTTPS response, Multiple content types specified, HTML does not specify charset, HTML uses unrecognized charset, Content type
incorrectly stated, Content type is not specified, SSL certificate

Reliability and Business Continuity

* 99.95% up-time guarantee

« Contract Vaulting - In addition to normal backups, all of the contracts are vaulted at two secondary data centers.
Contract Guardian uses the services of UCG Technologies for server high-availability, cloud backups, and remote
hardware disaster recovery. UCG Technologies backs up an entire organization’s business-critical data to their
secure data center(s). Safe and off-site, the encrypted data is available online at all times for immediate, user-
initiated recovery.
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Data Security

+ E-verify for all new employees

+ Ability to sign comprehensive Business Associate Agreements

+ Multilevel application security

+ Antivirus - operates bi-directionally and will detect and quarantine viruses
+ 100% ownership of data. No restrictions on access. No fees
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